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Introduction
The CCTV System is owned and managed in common by the collocated agencies, at 53 Albert St, Brisbane.

Under a collocation arrangement, five Queensland Government agencies are accommodated in floors 17 to 22 of 53 Albert St, Brisbane. Under agreed protocols, (see the 53 Albert St Collocation Protocols Document), the collocated agencies maintain common facilities that include:

· a security station in the ground floor foyer
· a reception area on the 17th floor
· meeting and interview rooms on the 17th floor
· training rooms on the 17th floor
· security and access control system
· duress alarms
· a 35 camera CCTV system.

The five agencies are:

	Agency
	Acronym

	Anti-Discrimination Commission
	ADCQ

	Commission for Children and Young People and Child Guardian
	CCYPCG

	Commonwealth Ombudsman
	CwO

	Health Quality Complaints Commission
	HQCC

	Queensland Ombudsman
	QO


Most of the CCTV processes and directives supporting the CCTV system are too small or insignificant to warrant a separate document, and they have been discussed, described or mentioned throughout the ‘Collocated Agencies CCTV Policy-Protocol v1.0.doc’ and ‘Collocated Agencies CCTV Review v1.0.doc’ documents. 

The aim of this document is to improve the clarity of, and access to these processes and directives. So, as far as practicable the above small and disjoint CCTV processes and directives have been brought together into this document. This document should always be read in conjunction with the ‘Collocated Agencies CCTV Policy-Protocol v1.0.doc’ and ‘Collocated Agencies CCTV Review v1.0.doc’ documents, and these documents take precedence as points of truth.
Collocated agencies’ CCTV governance
· The Commissioners’ Committee will ensure the ongoing maintenance of a full set of agreed policies, processes and procedures for the collocated CCTV system. The Committee will also ensure there are appropriate governance mechanisms in place to ensure the Committee has regular and timely over sight of the above.

· The Collocation Committee is delegated responsibility for actioning the development, implementation and ongoing maintenance of the full set of policies, processes and procedures for the collocated CCTV system. 
· Initiatives to enhance, expand or otherwise significantly change the CCTV system, will be raised as an agenda item for the Collocation Committee meeting, and processed and progressed under the committee’s management. The CCTV system includes all physical and technical components, such as cameras, NVRs, network and system infrastructure, and software, as well as administrative and configuration aspects of the system.

· The Collocated Committee will regularly monitor and appraise the performance of the CCTV system’s surveillance environment to ensure its proper operation and management. The frequency and regularity of the Collocation Committee’s monitoring and appraisals is at its own discretion. However, for the purposes of guidance please note the following example:
Every month some or all of the following could be reported to and tracked by the Collocated Committee:

1. Any issues or concerns from the Building Services Coordinator (BSC) or other stakeholders

2. All CCTV related incidents

3. All CCTV footage requests and disclosures

4. The status of current extracted CCTV footage holdings on the system

5. A report on any CCTV technical, or maintenance issues, incidents or status updates, CCTV system performance

· possible versus Actual Surveillance Hours conducted

· number of Incidents detected

· number of Incidents responded too

· number of requests/applications for recorded material

· time frame for responding to applications for recorded material

· number of requests for maintenance or system repair

· time frame for maintenance repair and response.

· The BSC reports to the State Government Protective Security service (SGS), and through them to the Collocation Committee. The BSC is subject to SGS’s policies and procedures, including the operation of CCTV equipment, and the management of records and the retention and disposal of records.
CCTV maintenance and support
Note: QO ICT Support has a copy of the new CCTV system’s software and manuals, and the diagrams in this document’s appendices also form part of the documentation of  the CCTV system’s environment.

Technical and administrative support of the CCTV system will be provided by Trident Security, with QO ICT Support providing emergency technical and administrative support of the CCTV system if necessary.
Trident Security have also been contracted to provide six monthly preventative maintenance visits; which will include:
· software upgrades

· two visit every 12 months (November and May), to ensure the system is maintained and will remain in working operation as per Australian Standards AS2201.1, and consisting of the following:

· test and check NVR resolution set up
· test and check hard drive storage capacity on the NVR. Adjust if required for 14-30 days if NVR is capable
· test and check NVR set-ups. IE: motion detection, field of view, frame rates, clock, camera labelling
· Check/clean NVR
· test and check network set up
· test and check monitors
· test, clean, adjust and check all cameras

· test, clean and check all camera brackets and housings

· test and check power supply voltages

· test and check cables and conduits.

· full system report and checklist completed and delivered after each maintenance visit
· on a needs basis, Trident Security will also remotely connect via a 4G service to the CCTV system and provide support and automatic reporting of alarms and specified conditions, and monitoring of the system.
CCTV maintenance and support process.
· The venue coordinator liaises with the CCTV vendor (Trident Security), and other stakeholders to respond to and ensure the resolution of CCTV faults. The workflows and roles in this process are illustrated in the diagram in Appendix E:  CCTV Maintenance and Support Workflow.
Anyone can report a fault (eg. damage to a camera), but the most likely reporters are the BSC and QO RAPA Team operators who directly interface with the system. The CCTV system will also automatically identify and report some faults to Trident Security via the 4G service.
Policies and procedures.
The CCTV related interactions and processes between the various stakeholders can be seen in the “Collocated CCTV System Organisational View” and “Collocated CCTV System Functional View” diagrams in Appendix C:  Diagrams and the diagram in Appendix D:  Processes.
With reference to the diagram in Appendix D:  Processes, these are the following processes:

· There are five collocated agency processes, being:
· The following four processes have been encapsulated in the form in Appendix F:  Request for recorded CCTV footage form:
· authorises CCTV recording requests

· provides recorded CCTV footage

· requests recorded CCTV footage

· records and provides CCTV footage on authorised request
· RTI requests for CCTV recording. 
Note: The bulk of this process will be an adaptation of existing collocated agency RTI processes that will then use the above request for recorded CCTV footage form for the actual extraction and acquisition of CCTV footage. 
· The BSC has the following processes:
· The following five processes are covered by a combination of using the form in Appendix F:  Request for recorded CCTV footage form, and the BSC’s storing of completed forms as the substances of the following logs and registers.
· extracts and records CCTV footage

· maintains a CCTV footage download register

· maintains a recorded materials register

· maintains an issued Copy of image log
· maintains a CCTV viewing log
· The BSC will either keep separate or combined logs for the following:
· maintains a CCTV incident log 
· maintains a daily CCTV system check log (operators log)
· The following three processes form part of SGS’s record management and retention and disposal processes:
· maintains a recorded CCTV footage disposal register
· securely stores recorded CCTV footage
· disposes of stored CCTV recording.
· The QO Venue Coordinator has the following process:
· maintains a CCTV maintenance log / fault reports log (Using the CCTV Faults and Issues Register.xls)
· The individual collocated agencies have the following processes:
Note: these processes will be adaptations of existing collocated agency processes

· disposes of stored CCTV recording

· maintains a CCTV footage download register
· maintains a recorded CCTV footage disposal register
· maintains a recorded materials register
· securely stores recorded CCTV footage.
Collection of CCTV footage
· The BSC is the primary authorised officer responsible for: 

· monitoring the CCTV system
· responding to observed incidents

· exporting and/or copying footage of incidents
· storage and disposal of exported/copied CCTV footage (on the CCTV system only).

· The BSC may hand a copy over to one of the collocated agencies, in which case it becomes that agency’s responsibility for storage and disposal of copied CCTV footage

Requests for, and disclosure of, CCTV footage
· All requests for CCTV footage must be made via the request for recorded CCTV footage form, and the BSC will not extract and export CCTV without a properly authorised and completed form. See Appendix F:  Request for recorded CCTV footage form and Appendix G:  List of Authorised Officers.
· CCTV footage may only be authorised for disclosure by the agencies (extracted, exported and handed over), if it meets one or more of the following criteria:
· approved RTI request

· an approved request for recorded CCTV footage from a member of the public

· an approved request for recorded CCTV footage from a collocated Agency

· a legal request for recorded CCTV footage from a Law Enforcement Agency.
· Before an authorised officer authorises disclosure of CCTV footage, they must be satisfied that:
· the request for recorded CCTV footage form has been properly completed
· on reasonable grounds that the use/disclosure is necessary to prevent or lessen:

· a serious threat to the health of an individual 

· a serious threat to the safety of an individual 

· a serious threat to the welfare of an individual 

· a serious threat to public health 

· a serious threat to public safety 

· a serious threat to public welfare 

· a serious threat to the life of an individual,
or

on reasonable grounds that the use/disclosure is necessary for one or more on behalf of law:

· prevention, detection, investigation, prosecution or punishment of criminal offences

· prevention, detection, investigation, prosecution or punishment of breaches of laws imposing penalties/sanctions

· the enforcement of laws relating to the confiscation of the proceeds of crime

· the protection of the public revenue

· the prevention, detection, investigation or remedying of seriously improper conduct

· the preparation for, or conduct of, proceedings before any court or tribunal

· the implementation of the orders of a court or tribunal.

· CCTV footage will only be exported and/or copied off the CCTV system and given to requesters (e.g. agencies), via a password protected and encrypted USB flash drive. The USB flash drive will be provided by the impacted collocated agency.
Complaints regarding the CCTV system and its operation

· The assumption is that complaints regarding the CCTV system and its operation will come via the collocated agencies. As such, complaints are to be initially handled by the agency’s complaint management policies and procedures. The agencies’ Collocation Committee member will bring the complaint to the Collocation Committee’s attention at the earliest opportunity. The Collocation Committee will then manage the complaint. 

· Collocation agencies’ committee members are to report complaints to each agency’s management.

· Complaints regarding the BSC are to be referred to the BSC’s management.
The retention and disposal of CCTV footage

· The collocated agencies specified length of time for the retention of primary images is 31 days.
· A ‘threshold event’ is any incident that caused CCTV footage to be captured and stored on the collocated agencies’ ICT resources. The retention period covering an individual piece of CCTV footage depends on the nature of the incident, as well as who has been captured on it. As stated above, the retention and disposal schedule of the individual agencies in possession of the CCTV footage applies, (including the BSC).
· Since these instances of captured and stored CCTV footage are public records, then in accordance with Principle 4 of Information Standard 40 they must be incorporated within each collocated agencies’ records management system. The record management system’s policies and procedures must also incorporate the appropriate handling of primary, original and working versions of CCTV footage.

The captured CCTV footage also includes metadata, and this data must be managed along with the captured CCTV footage.

· The disposal of collocated agencies’ CCTV footage only concerns itself with captured CCTV footage. Captured CCTV footage held by the BSC is managed by SGS’s records management and retention and disposal processes. 

· Each collocated agencies’ retention and disposal schedule and procedures must accommodate the disposal of captured CCTV footage that it has taken possession of.
· The disposal of captured CCTV footage can only be authorised by authorised officers of the agency, or agencies, that the footage relates, (see Appendix G:  List of Authorised Officers)

· A further complexity regarding the collocated agencies’ storage and retention of CCTV footage, is:

· The BSC is the primary capturer of CCTV footage from the collocated agencies’ CCTV system, and those images will initially be stored on one of the BSC’s CCTV monitoring stations, (the one used to capture the footage from).

· Whilst the captured footage is held on the BSC’s CCTV monitoring stations, the management, and retention of the CCTV footage is the responsibility of the BSC and the SGS. However, as the owners (at least in common), of the captured CCTV footage the collocated agencies still have a duty of care to ensure that BSC and SGS are providing proper management of the captured CCTV footage. 

· To assist the collocated agencies in meeting its obligation regarding BSC’s and SGS’s proper management of the captured CCTV footage, a process has been established. That is, on a monthly basis the venue coordinator will obtain a copy of the CCTV system’s export and backup log. This log lists all instances of CCTV footage being captured, and by whom, (see the ‘CCTV Monthly Log Extract.doc’ document).

· When the BSC no longer requires a BSC CCTV monitoring station (e.g. being replaced), then the collocated agencies must take care to ensure that any capture CCTV footage held on the monitoring station is properly managed. That is, they must liaise with the BSC and/or SGS, to ensure its transferred to the appropriate BSC and/or SGS resource(s), (e.g. new BSC CCTV monitor), and removed from the old monitoring station. If that is not possible, then prior to removing the captured CCTV footage from the old monitoring stations, one or more of the collocated agencies must take possession of the CCTV footage and continue its management and disposal as public records. 
Access to recorded surveillance images 

· Persons wishing to view recorded images must first gain written authorisation from the authorised officers, from the agency relating to the recorded image. This should be done using the form in Appendix F:  Request for recorded CCTV footage form. In determining whether authority is to be granted, the authorised officers, shall be satisfied that the reasons provided by the employee are lawful and reasonable. Consideration shall also be given to protecting the rights of other persons captured on the CCTV recording.

· Authorised persons or agencies may exercise their legislative powers and may view and obtain copies of CCTV images.

· If during the undertaking of surveillance (whether overt or covert) it is recognised or suspected that a criminal offence or official misconduct has occurred, the appropriate agency shall be advised accordingly.

· Access to overt surveillance images shall be restricted to the authorised officers from the collocated agencies and those employees authorised to monitor or operate the surveillance equipment as a normal part of their duties.

· Access to covert surveillance images shall be limited to the authorised officers, from the agency, or agencies, impacted, the security officer/operator conducting the surveillance and the person or agency authorised in writing to conduct the surveillance.

· Subject to the written approval of the authorised officers from the agency, or agencies, impacted; employees and/or their legal representatives may be permitted to view available recorded CCTV images subject to fulfilling the requirements of this protocol.

· Where recorded images establish an employee’s involvement in misconduct or unlawful activity, the Commissioner or Ombudsman, or authorised officers, from the agency, or agencies, impacted may be required to provide the recorded images to appropriate law enforcement agencies.

· Subject to the limitations of criminal investigations, where disciplinary action against an employee is proposed, the employee and their union and/or legal representatives may be entitled access to a copy of the relevant sections of the recorded CCTV images where it is to be submitted into evidence. In instances where the CCTV images relate to alleged criminal proceedings, authority and permission to view or obtain a copy of the data shall be via the lead agency or investigating authority. Where the matter relates to possible disciplinary action, permission and approval shall be obtained via the relevant agency’s Commissioner or Ombudsman, or authorised officers.
Administration of CCTV system’s user access and roles
As can be seen in Appendix C:  Diagrams, diagram “New CCTV System” the new CCTV system has multiple CCTV monitoring stations. The driver for this is increased flexibility regarding monitoring of the cameras, a flexibility that all agencies could potentially use, but at this stage only QO has adopted it.
· The collocated agencies must ensure strict controls over who can access the CCTV system, what they can see, and what level of functionality they have. See Appendix G:  List of Authorised Officers.
· Requests for changes to access to the CCTV system, such as creating a new user or operator and defining their role, will be submitted to the Collocation Committee for authorisation. Once authorised the CCTV vendor will be engaged to enable the change as specified.

The responsibility to organise this work by liaising with the CCTV vendor is to be done via the venue coordinator, (see Appendix E:  CCTV Maintenance and Support Workflow).
· All CCTV monitoring software must be secured by password and role based authorisation, (see Appendix G:  List of Authorised Officers). At this stage only the BSC has access to historical CCTV footage. The QO RAPA operator is only able to view live CCTV footage on a very limited number of cameras.
CCTV system failure and recover
Apart from utilising the 17th floor data centres’ uninterrupted power supply (UPS) the CCTV system’s redundancy and resilience capabilities are essentially ‘break and fix’. 
· In the event of CCTV system failure, (other than power), contact the venue coordinator who will then raise the problem with, and coordinate with Trident Security regarding their response to the problem, and liaise with them regarding the CCTV system’s recovery. See the processes illustrated in the diagram in Appendix E:  CCTV Maintenance and Support Workflow.
Backing up data

The only data requiring backup is relatively low in volume and its backup will be managed, by Trident Security. This data includes:
· operating system and utility software

· system configuration data

· CCTV software
· CCTV configuration data.
CCTV signage

CCTV warning signs will be regularly inspected (monthly) for damage and effectiveness by the venue coordinators, and promptly replaced if compromised.

Appendix A:  Definition of terms

	Term
	Definition / Explanation / Details

	Activities 
	Workplace operations, processes or functions for the safe and effective delivery of healthcare services.

	Authorised Officer
	A person authorised by an impacted collocation agencies’ Commissioner or Ombudsman, or their delegate, to operate the collocated CCTV system, or perform other CCTV related duties, as defined in Appendix:H  List of Authorised Officers.

	Closed Circuit Television (CCTV)
	A television system that transmits images on a ‘closed loop’ basis, where images are only available to those directly connected to the transmission system. The transmission of closed circuit television images may involve the use of coaxial cable, fibre-optic cable, telephone lines, IP networks, infra-red and radio transmission systems.

	CCTV operations
	All aspects of CCTV surveillance management, use, recording, maintenance and access to recorded material.

	Covert images and data
	Covert surveillance is where: 

· the employees have not been notified before the intended surveillance is conducted 

· cameras or evidence of their existence are not clearly visible at the workplace 

· there are no clearly visible signs at the entrance to the workplace to notify people that they may be under CCTV surveillance.

	Operator (security)
	Is the person specifically designated and authorised by the owner of a CCTV system to carry out the physical operation of controlling that system.

	Owner (security)
	Is the legal person or entity designated as having overall responsibility for the formulation and implementation of the policies, purpose and control of a CCTV system.

	Security
	The preparedness, protection and preservation of people, property and information, both tangible and intangible.

	Security equipment and technologies
	The physical security element of protective security.

	Security incident
	Any event or circumstance involving or affecting the individual or organisation that causes or is likely to cause a loss (physical or otherwise), disruption, or fear arising from the deliberate activities of other parties. Where impacts are, or could potentially be realised against people, property or information.

	Technical surveillance
	Refers to the use of electronic security equipment (closed circuit television or video monitoring) to monitor vulnerable areas.

	Workplace
	A place where work is carried out for a business or undertaking and includes any place where a worker goes, or is likely to be, while at work. The term “place” includes a vehicle, vessel, aircraft or other mobile structure.

	Primary images
	The first instance in which an image is recorded onto any media. The primary image is generally overwritten after a specified period of time, when the footage could be considered to have no further administrative use.

	Original images
	Exact binary copy of the Primary Image. There can be a number of Original Images. While the file name can be changed, the actual image data must remain exact.

	Working images
	A copy of the original or primary image. This may involve applying processes that change file format or Original Image data in any way (including compression, enhancement, filtering, cropping, etc.)


Appendix B:  Guideline for the ethical use of the CCTV system

This guideline has been developed to ensure that the highest ethical standards are maintained by all authorised officers who operate the 53 Albert St, Brisbane collocated agencies’ CCTV system.

Authorised officers are:

· staff, of the agencies, or other persons, (e.g. CCTV technical support personnel), authorised by the Commissioner or Ombudsman, or their delegate, or

· authorised by the Collocated Agencies Committee.

Non-compliance with the guideline

CCTV operations require high standards of integrity and honesty. As a consequence, unethical use of the CCTV system could result in disciplinary action as provided for in the collocated agencies’ codes of conduct.

Ethical use of CCTV systems and recorded material

The collocated agencies have the highest expectation of all authorised officers to:

· at all times, act in an honest and legal manner when operating the CCTV system

· treat all live and recorded images in an ethical manner and with the utmost of care, respect and dignity

· interact with all stakeholders in a timely, courteous and cooperative manner.

Confidentiality

The collocated agencies expect authorised officers to ensure confidentiality of information gathered by or from CCTV operations by not disclosing or discussing any events with unauthorised personnel or associates who have no direct responsibility relating to CCTV operations. 

In addition, authorised officers will explicitly not identify any involved person or party with family, friends, or acquaintances and will not disclose any information to third parties, including the media without prior written approval in accordance with CCTV operation policy/protocol.

Operating conditions

Written reports documenting the recording or reporting of situations of concern, will take place as soon as practicable.  Reports must be written in simple, non-offensive English that will not cause offense or embarrassment should the record be made public or subpoenaed.

In the course of carrying out duties, CCTV operations must not be used for personal benefit or invade individual or group privacy.  Cameras should only be used in accordance with policy/protocol statement “Purpose – Closed Circuit Television (CCTV) Security Systems” and have priority for when there is an operational necessity or a reasonable belief that an offence has or is likely to occur.

Recorded material shall only be released when requested in writing on an approved and authorised application. 

Recorded material shall not be copied or taken from the CCTV system without an approved written and authorised application. 

All copies of recorded material must only be copied or be taken from the CCTV system on an encrypted and/or password protected device.

CCTV operational records (hard copy or electronic) can only be destroyed with written authorisation and in accordance with approved procedures.

Reporting unethical use of the CCTV system

Should any person become aware that an officer of the collocated agencies work behaviour is or was inappropriate, and the incident has not been dealt with through normal supervisory procedures, then the person is obliged to report the incident to their manager, Commissioner/Ombudsman, or the Collocation Agencies Committee.

I have read and understood the CCTV operation's guideline for the ethical use of the CCTV system.

NAME: 
.......................................................................... 

SIGNATURE:............................................................................   DATE:.....................................
Appendix C:  Diagrams
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Appendix D:  Processes
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 Appendix E:  CCTV Maintenance and Support Workflow
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Appendix F:  Request for recorded CCTV footage form
                  53 Albert St Collocated Agencies’

          Request for Recorded CCTV Footage Form
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                            (Page 1)    To be completed by the requester
	Requesting Collocated Agency or Law Enforcement Agency:
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	Requester’s:
	Name:
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	Position:
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	Contact Number:
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	eMail Address:
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	Date request lodged:
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	Time request lodged:
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	Request Details:

	Reason for request:

(eg. The nature and description of incident)
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	Requested footage:

	Date:
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	Start time:
	[image: image10.wmf]


	Duration:

(in minutes)
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	From an RTI Request?
	Yes:
[image: image12.wmf]
	RTI reference
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	Are staff from other agencies likely to be captured on the footage?
	Yes:
[image: image14.wmf]
No:
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If Yes, then please tick the other agencies.
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Anti-Discrimination Commission Queensland
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Commission for Children and Young People and Child Guardian
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Commonwealth Ombudsman

[image: image19.wmf]
Health Quality Complaints Commission
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Queensland Ombudsman

	Please describe the incident or scenario that you are requesting footage of:

(This will assist the CCTV authorised officer recover the correct footage from the correct camera. However, it is not compulsory to provide this information)
	[image: image21.wmf]




	Please tick the cameras listed below that you think cover the footage you are requesting

	Collocated Agencies’ CCTV System’s Cameras:

	Lvl 17 Recept Waiting Area
[image: image22.wmf]
	Lvl 17 Quiet Room 1
[image: image23.wmf]
	Lvl 18 Lift Lobby Edward St
[image: image24.wmf]
	Lvl 20 Lift Lobby Edward St
[image: image25.wmf]

	Lvl 17 Recept CCYPCG
[image: image26.wmf]
	Lvl 17 Quiet Room 2
[image: image27.wmf]
	Lvl 18 Lift Lobby Albert St
[image: image28.wmf]
	Lvl 20 Lift Lobby Albert St
[image: image29.wmf]

	Lvl 17 Recept QO
[image: image30.wmf]
	Lvl 17 Quiet Room 3
[image: image31.wmf]
	Lvl 18 Edward St Corridor
[image: image32.wmf]
	Lvl 20 Edward St Corridor
[image: image33.wmf]

	
	
	Lvl 18 Albert St Corridor
[image: image34.wmf]
	Lvl 20 Albert St Corridor
[image: image35.wmf]

	Lvl 17 Interview Room 1
[image: image36.wmf]
	Lvl 17 Data Centre
[image: image37.wmf]
	
	Lvl 20 ADCQ Waiting Room
[image: image38.wmf]

	Lvl 17 Interview Room 2
[image: image39.wmf]
	
	Lvl 19 Lift Lobby Edward St
[image: image40.wmf]
	

	Lvl 17 Interview Room 3
[image: image41.wmf]
	Lvl 17 Lift Lobby Edward St
[image: image42.wmf]
	Lvl 19 Lift Lobby Albert St
[image: image43.wmf]
	Lvl 21 Lift Lobby Edward St
[image: image44.wmf]

	
	Lvl 17 Lift Lobby Albert St
[image: image45.wmf]
	Lvl 19 Edward St Corridor
[image: image46.wmf]
	Lvl 21 Lift Lobby Albert St
[image: image47.wmf]

	Lvl 17 Conference Room 1
[image: image48.wmf]
	Lvl 17 Edward St Corridor Nth
[image: image49.wmf]
	Lvl 19 Albert St Corridor
[image: image50.wmf]
	

	Lvl 17 Conference Room 2
[image: image51.wmf]
	Lvl 17 Edward St Corridor Sth
[image: image52.wmf]
	
	Lvl 22 Lift Lobby Edward St
[image: image53.wmf]

	Lvl 17 Conference Room 3
[image: image54.wmf]
	Lvl 17 Albert St Corridor
[image: image55.wmf]
	
	Lvl 22 Lift Lobby Albert St
[image: image56.wmf]

	Building Owner’s CCTV System’s Cameras:

	Ground Floor Foyer
[image: image57.wmf]
	Goods Lift
[image: image58.wmf]


	Authoriser’s
	Name:
	[image: image59.wmf]


	Signature: (If Paper Form)

	
	Position:
	[image: image60.wmf]


	[image: image61.wmf]



	
	Contact Number:
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	Email Address:
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                  53 Albert St Collocated Agencies’

          Request for Recorded CCTV Footage Form
                            (Page 2)    To be completed by the CCTV authorised officer
	Request received by CCTV Authorised Officer (Name):
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	Signature of Receiving CCTV Authorised Officer: (If Paper Form)
	[image: image65.wmf]




	Extracted footage:

	Date:
	[image: image66.wmf]


	Start time:
	[image: image67.wmf]


	Duration: (in minutes)
	[image: image68.wmf]



	Please tick the cameras listed below from which footage was extracted


	Collocated Agencies’ CCTV System’s Cameras:

	Lvl 17 Recept Waiting Area
[image: image69.wmf]
	Lvl 17 Quiet Room 1
[image: image70.wmf]
	Lvl 18 Lift Lobby Edward St
[image: image71.wmf]
	Lvl 20 Lift Lobby Edward St
[image: image72.wmf]

	Lvl 17 Recept CCYPCG
[image: image73.wmf]
	Lvl 17 Quiet Room 2
[image: image74.wmf]
	Lvl 18 Lift Lobby Albert St
[image: image75.wmf]
	Lvl 20 Lift Lobby Albert St
[image: image76.wmf]

	Lvl 17 Recept QO
[image: image77.wmf]
	Lvl 17 Quiet Room 3
[image: image78.wmf]
	Lvl 18 Edward St Corridor
[image: image79.wmf]
	Lvl 20 Edward St Corridor
[image: image80.wmf]

	
	
	Lvl 18 Albert St Corridor
[image: image81.wmf]
	Lvl 20 Albert St Corridor
[image: image82.wmf]

	Lvl 17 Interview Room 1
[image: image83.wmf]
	Lvl 17 Data Centre
[image: image84.wmf]
	
	Lvl 20 ADCQ Waiting Room
[image: image85.wmf]

	Lvl 17 Interview Room 2
[image: image86.wmf]
	
	Lvl 19 Lift Lobby Edward St
[image: image87.wmf]
	

	Lvl 17 Interview Room 3
[image: image88.wmf]
	Lvl 17 Lift Lobby Edward St
[image: image89.wmf]
	Lvl 19 Lift Lobby Albert St
[image: image90.wmf]
	Lvl 21 Lift Lobby Edward St
[image: image91.wmf]

	
	Lvl 17 Lift Lobby Albert St
[image: image92.wmf]
	Lvl 19 Edward St Corridor
[image: image93.wmf]
	Lvl 21 Lift Lobby Albert St
[image: image94.wmf]

	Lvl 17 Conference Room 1
[image: image95.wmf]
	Lvl 17 Edward St Corridor Nth
[image: image96.wmf]
	Lvl 19 Albert St Corridor
[image: image97.wmf]
	

	Lvl 17 Conference Room 2
[image: image98.wmf]
	Lvl 17 Edward St Corridor Sth
[image: image99.wmf]
	
	Lvl 22 Lift Lobby Edward St
[image: image100.wmf]

	Lvl 17 Conference Room 3
[image: image101.wmf]
	Lvl 17 Albert St Corridor
[image: image102.wmf]
	
	Lvl 22 Lift Lobby Albert St
[image: image103.wmf]

	Building Owner’s CCTV System’s Cameras:

	Ground Floor Foyer
[image: image104.wmf]
	Goods Lift
[image: image105.wmf]


	Location of extracted footage:
	[image: image106.wmf]


	Workstation footage stored on:
	Ground Floor
[image: image107.wmf]

	
	
	
	17th Floor
[image: image108.wmf]

	Name of extracted footage:
	[image: image109.wmf]


	Snap shots taken?

Yes:
[image: image110.wmf]
If Yes, list snap shots taken.
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	Footage extraction media
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USB

[image: image113.wmf]
DVD

[image: image114.wmf]
CD

[image: image115.wmf]
Other

If other; please describe:
	Encrypted:
[image: image116.wmf]
Password:
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Password
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	Footage extraction media’s name or identifier:
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	Collocated Agency or Law Enforcement Agency that the extracted footage is being given to:
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	Extracted footage receiver’s:
	Name:
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	Position:
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	Contact Number:
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	Email Address:
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	Date extracted received:
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	Time extracted received:
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	Receiver’s Signature:

(If Paper Form)
	[image: image128.wmf]




Appendix G:  List of Authorised Officers
	Officer
	Level of authorisation

	Ombudsmen and Commissioners
	· Covert surveillance

· the authorisation of the undertaking covert CCTV surveillance

· the authorisation of the viewing of covert CCTV footage relevant to their agency
· the authorisation of the extraction and handing over of covert CCTV footage relevant to their agency

· the definition of covert CCTV footage’s expiry date relevant to their agency

· the viewing of covert CCTV footage relevant to their agency

· the authorisation of CCTV related policies, protocols, procedures and forms

· the authorisation of modifications, enhancements or other CCTV relate initiatives

· the authorisation of who has authorisation, and the level of that authorisation

· the authorisation of the extraction and handing over of CCTV footage relevant to their agency

· the authorisation of the viewing of CCTV footage relevant to their agency

· the viewing of CCTV footage relevant to their agency

· the viewing of live CCTV footage

	Collocation Committee members
	· As delegates of their Ombudsman or Commissioner

· the authorisation of CCTV related policies, protocols, procedures and forms

· the authorisation of modifications, enhancements or other CCTV relate initiatives

· the authorisation of who has authorisation, and the level of that authorisation

· the authorisation of the extraction and handing over of CCTV footage relevant to their agency

· the authorisation of the viewing of CCTV footage relevant to their agency

· the viewing of CCTV footage relevant to their agency

· the viewing of live CCTV footage

	Building Services Controller (BSC)
	· the operation of the CCTV system

· the viewing of live CCTV footage

· the viewing and searching of CCTV footage

· the authorised extraction and handing over of CCTV footage

· the authorised undertaking of covert CCTV surveillance

· the authorised deletion of CCTV footage

· the authorised deletion of covert CCTV footage

· the authorised viewing of covert CCTV footage

	Registration and preliminary assessment (RAPA) staff of the Office of the Queensland Ombudsman
	· the viewing of live CCTV footage of a defined set of CCTV cameras

	Venue co-ordinator and assistant venue co-ordinator, from the Office of the Queensland Ombudsman
	· the viewing of live CCTV footage
· Inspection and maintenance of CCTV warning signs

· CCTV maintenance and support coordination

	Access control system support officer (Advisor, Corporate Infrastructure and Procurement), from the Commission for Children and Young People
	· the viewing of live CCTV footage
· Inspection and maintenance of CCTV warning signs

	Reception staff, from the Office of the Queensland Ombudsman
	· the viewing of live CCTV footage 

· Inspection and maintenance of CCTV warning signs

	Reception staff, from the Commission for Children and Young People
	· the viewing of live CCTV footage
· Inspection and maintenance of CCTV

	Info technology support staff of the collocation agencies 

· Senior ICT consultant, from the Office of the Queensland Ombudsman

· Desktop support officer, from the Office of the Queensland Ombudsman

· Network Systems Engineer, from the Health Quality and Complaints Commission

· Senior Systems Support Officer, from the Health Quality and Complaints Commission
	· As may be necessary in the undertaking of CCTV system support

· the operation of the CCTV system

· the viewing of live CCTV footage

· the viewing and searching of CCTV footage

· the authorised extraction and handing over of CCTV footage

· establishing the authorisation of who has authorisation, and the level of that authorisation

· maintenance, enhancement and support of the CCTV system’s technical infrastructure
· CCTV maintenance and support coordination

	Trident Security technical support staff
	· As may be necessary in the undertaking of CCTV system support 

· the operation of the CCTV system

· the viewing of live CCTV footage

· the viewing and searching of CCTV footage

· the authorised extraction and handing over of CCTV footage

· establishing the authorisation of who has authorisation, and the level of that authorisation

· maintenance, enhancement and support of the CCTV system’s technical infrastructure

	Law enforcement agencies
	· the authorisation of the extraction and handing over of CCTV footage relevant to lawful investigations deriving from the Acts the law enforcement agencies operate under. 


To be completed by the requester





To be completed by the CCTV authorised officer
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